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A User Authentication Method Based on Commuting Route Using Converted Location Information

ORKHEZ", AKFHEE?
*Hiroyuki Ujitai*, Masami Kihara?

Abstract: Traditional authentication methods, which are based on IDs and passwords, are used in most network services.
ID/passwords are very convenient since we are accustomed to them. They are used even in net-banking even though illegal money
transfers are common. This paper suggests a new authentication method based on user location data. The method certifies the user by
converting a combination of landmarks, randomly selected out of the routes usually taken during the commute period, into an
one-way function. This paper describes the feasibility of our method, and an authentication system configuration.
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Fig. 1 Propsal authentication method
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Fig. 2 Converted location data
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Fig. 3 Location measurement results



TR 26 £ HAKRFEIFE

ﬂ3®w~b%%wfﬂﬁ£ﬁ%ﬁw,%@ﬁﬁﬁ
n/\?g;g_’ﬁﬁmu L7z. [E@ TO?C{EIJE%E%@'}:’—&
?{Eﬁlﬁl{ﬁﬂﬂi L7 R RITR T

120

=
=]
=]

@ 80
&ﬁ 60 e® o %oy
H 40 oe® .
#R o ., P ooo.
® oo
’ B0  -60 -40 20 @ 20 &0 80
AIERE(M]
(@)
120
100 ong®
Bl 5
] [ ]
= @
® .. %
H o, ) [ ]
L)
20 . J L™
o “~. So0
-80  -60 -40 20 O 20 40 60 80
AIEIRE[m]
(b)

Fig. 4 Location error characteristics in direction of
movement and its perpendicular
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Fig.5 Landmark determination
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Fig. 6 Velocity characteristics
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Fig. 7 Landmark selected by authemtication server

Z2—HOIKTEREINTZKE DT Fv—7 b
=N LoTHTDEINCT o F LT R~y —7
PIBIRSN, ZOT7 2 Nv—7 DEERFECHWD

[FC— hEFIHAL T D 2—FRNEHNTHED
TR = ORFEELIHL, 7 F~v—7 DR
NP = EINEE D 2 & TRRIEGEREE T 52 &0
T&HEEXD.

6. £&0
ZOHFRIFT—2D IDITH L THED/ IAT — K%
FAWTRREEIT o CWVWD VAT AERD I ENTED.
UL, EEDONRAY — KRR —FOMEIKFEL,
EETDIEE, REERATESNTWDD, Kb
XDFHRIL, HMAREHSA Y — R CRVEICRFEN

5.

ZOHRORKREINE, WHEDON— b TRWEEITITRE
&T%ﬁwﬁfﬁé FEARN 72 AR 72 D8R
EHAEDETHNWD Z X, —EORGEZL Y 54
HAVD — B AT F IR 4 F8E C & DA 70 E A3
BB EAD.

7. ZEICER

[1] GEM 2 Ea—FeXa VT4V RY T A
2008, pp.707-712, October 10, 2008

[2] A, fih, 5715 Sas(E P2 BT 7EE e, MoMuC,
ENA LT AT 1 T 1E81E,Vol.106, No.359, pp. 11-16,
2006.

[3]i)Il,= = — = —7 72 X v March 27,2008,
https://www.ipa.go.jp/files/000006042.pdf



