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Cellular Phone Authentication Based on Combining the Transmission Delay Characteristics in

receiving telephone Calls and Accessing the Web

OFAREM !, KFHEE ?

*Shinya Teramoto®, Masami Kihara?

Abstract: Stolen and leaked data including passwords are used for fraudulent web activities such as illegal

bank transfers.

The substantive problem is that passwords do not certify users,

only themselves. Web

services need a true individual certification method. This paper describes a cellular phone authentication

method that uses the transmission delay characteristics in web access by the phone to a server,

receiving a call from the server.

based on transmission delay patterns.
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Figl. Authentication System Structure
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We elucidate the most accurate method to distinguish the cellular phone
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Fig2. Transfer delay Characteristic
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Fig3. Transfer delay distribution
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Figd. Transfer delay ratio distribution
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Fig5. Analysis of sound
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Fig6. Authentication System flow
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