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Study of password authentication system using NFC tag
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Abstract : Services such as the online banking has become widespread. These services are needed highly secure authentication, such

as the one-time password is used. However, there is a problem in terms of convenience.

In this study, we examined the password

authentication system with highly safety and convenient using inexpensive NFC tag.
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Fig.1. The configuration of the proposed system.
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Fig.2. Flow of the proposed password authentication.
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Table 1. PC specifications used in the experiment.

0S Windows10 64bit
CPU Intel i7-3517U
AEY 4096MB

Table 2. Decoding time for the number of digits.

(Brute force attack)

Mtk 1byte 2byte

1 10us 90us

2 100ps 8.1ms

3 1ms 729ms

4 10ms 65.6s

5 100ms 98.4min

6 1s 147.6h

7 10s 553.5day

8 100s 136.5year
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