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A Study on Detection and Classification of Malware against IoT devices

O/NTF i, IR P2
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Malware against IoT devices is often new type or variant. Therefore, it is difficult to detect by the pattern matching method. In this

research, we study to apply the malware classification technique with image recognition to detection and classification of malware

against IoT devices. In this paper, we describe the experiment results of malware detection and classification with image recognition.
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Figure 1. Example of malware images
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Table 1 . Data set breakdown

Data type Number of samples
Benign 7783
Malware 3783 (361 Family included)
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Table 2. Experiment result of malware detection
Missed

Accuracy Detection False Detection

96.32% 92.09% 2.03% 7.91%
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Figure 2. Visualization by demensional reduction
(Left:Scatter plot of Top 8 Family ,Center:Scatter plot of Gafgyt( by CPU architechture) ,Right:Scatter plot of Worst 8 Family)
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Table 3. Experiment result of malware classification

Family  True identification ~ Number of samples  Accuracy
grip 41 41 100%
hajime 17 17 100%
darlloz 15 15 100%
chapro 14 14 100%
ganiw 243 246 98.8%
mayday 31 32 96.9%
gafgyt 354 368 96.2%
mare 19 20 95.0%
mrblack 104 111 93.7%
sshbrute 12 13 92.3%
ramen 27 30 90.0%
kaiten 91 109 83.5%
sshscan 10 12 83.3%
lotoor 32 39 82.1%
dnsamp 25 31 80.6%
telf 25 31 80.6%
race 32 40 80.0%
mirai 55 70 78.6%
brk 17 22 77.3%
S0rso 10 14 71.4%
matrics 19 27 70.4%
scalper 9 13 69.2%
sckit 9 13 69.2%
dcom 13 20 65.0%
lion 14 22 63.7%
openssl 9 16 56.3%
phobi 7 13 53.8%
Total 1254 1399 89.7%
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