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Abstract: Single-photon detectors (SPD) in a wavelength range from visible to near infrared are essential for imaging and sensing

that require the detection of weak optical signals, and especially quantum information and communications technology (QICT). In

this research, a single photon detector based on a semiconductor device, i.e. a silicon avalanche photodiode (Si-APD) has been

highly developed in order to satisfy requirements for the applications. The developed SPD was applied to quantum secure

authentication (QSA). Then, we achieved the full implementation of a physical-key-based QSA protocol.
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Figure 1. Photon detection efficiency as a function of
the DC reverse bias voltage when the gate voltage
pulse with an amplitude of 40 V and a duration of 4 ns
was used.
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NV DFERIBEE DT Fe, ROLMDBRARET 2
& A T % Universal quantum cloning (UQC)B E[6]% X
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Figure 2. Distributions of the SPD’s clicks with
authorized and unauthorized (quantum cloning attack)
accesses.
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