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A Study on analysis system of malware for IoT devices
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The IoT (Internet of Things) is a concept that connecting various devices to the Internet. With the spread of IoT devices, various

cyber attacks have been confilmed. In this paper, we examine the configuration of the system that analyzes the malware sent to

the [oT devices and its analysis result.
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Table 1. Configuration of Machine B

Programs to use

Categories Purpose

* To transfer communication generated from

Access controller iptables malware to Fakenet-NG .
+ To prohibit communication with the Internet
Internet service FakeNet-NG | To emulate the Internet

simulator + To collect communication packet(pcap file)
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Table 2. Analysis contents on Machine B
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Figure 1. Diagram of Honeypot and analysis system

Analysis method |Analysis tools Analysis contesnts
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. strace System calls caused by execution of malware
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¥ peap file + Communication caused by execution of malware
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Figure 3. Dynamic analysis result in strace
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Figure 5. Dynamic analysis result in Fakenet-NG
(Send and receive information on emulation server)
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