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Authentication accuracy in a user identification system based on mobile phone calling and receiving times

Abstract: Network services are always demanding more
accurate user authentication methods. Since two-step
authentication methods are becoming popular, users can
select this method for most services. New viruses are,
however, appearing in the Internet. Man in the Browser
(MITB), one of the worst viruses, is greatly degrading
authentication security. Since the virus runs in browsers and
runs before the security function such as SSL/TLS works,
two-step authentication is rendered ineffective.

This paper proposes the authentication using a mobile
calling and receiving time on mobile phones. The proposed
method depends on the user telephone number as the most
secure identification item. It assumes that the Subscriber
Identity Module Card (SIM card) is not broken and that the
clone mobile phone has not been cloned.

User identification depends on detection the timing at which
the user receives a call from the authentication server. In the

proposal, the authentication server detects the user mobile

phone receiving timing by analyzing the analog calling signal.

Additionally, the user mobile phone can delay the time of call
reception by adding a unique time delay. The time delay is
provided by the authentication server, and is a secret number,
the same as a password. The proposed method completely

blocks MITB and can provide mobile phone’s immune

system.
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Fig.1 Configuration of the authentication system
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Fig.2 Waveform for a incoming call of the carrier
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