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A study on analysis system of malware for IoT devices combining static and dynamic analysis

OF% Rl IR M2 FI WE?2 (AAKRS)

*Yoshikazu Fusayasu!, Takashi [zumi?, Teruomi Katori’ (Nihon University)

The IoT (Internet of Things) is a concept that connecting various devices to the Internet. With the spread of IoT devices, various cyber

attacks have been confirmed. In this paper, we examined the configuration of the malware analysis system.
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Figure 1. Diagram of Honeypot and analysis system
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Table 1. Configuration of Machine B

Categories Programs to use Purpose
« To transfer communication generated from
Access controller iptables malware to Fakenet-NG

* To prohibit communication with the Internet
+ To emulate the Internet
* To collect communication packet(pcap file)
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Table 2. Analysis contents on Machine B

Internet service
simulator

FakeNet-NG

Analysis method | Analysis tools Analysis contesnts
Surface analysis PEframe  [Information directly written in malware
i strace System calls caused by execution of malware
alysi + C&C server’s location
analysis peap file + Communication caused by execution of malware
+ Estimating the content of processing that occurs during
Static analysis radare2 malware execution
+ Debugging and rewriting of malware
3.1. radare2™
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void main(void){
int a=0;

23
if(a == 0){ ' =Nz
printf(“text ") ; |
) —
if(a == 1){ L
printf(“text 3*); 1

)
if(a == 2){ | 1740
printf(“text - 2*); i

Figure 2. Flow graph created with radare2 before and after rewriting
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#incl h while(str[i] !'= NULL){
#incl printf(“%c", str[i]);
#incl i++;
}
void sub(void){ printf("\n");
printf(“sub"); if(ptrace(PTRACE_TRACEME, 0, 1, 0)==-1){]
} printf(“-anti debug-\n");
exit(e);

int main(void){
char str[] = "hogehoge";
int i = 0;

}
if(i == 0){ sub(); }
return 0;

}

Figure 3. Source code used
4.1. FATmm ORIk
FATa T EOMERE PG L, Figure3 & 347 L7ZFED
FATEFT R, SRMATIEFHRIC OV TEN LI Figure
4, 517

0x0048c27e egfdfdffff

0x0048c289 751c ]né 0x48c2a7
"""""""" true: 0x0048c2a7 false: 0x0048c28b

ega6fdffff
e8aofdffff

call sym.imp.ptrace

0x0048c295 call sym.imp.puts ; int puts(const char *s)

0x0048c2a2 call sym.imp.exit ; void exit(int status)

Figure 4. Visualization of instruction execution location
(Red:Executed / Green:Not executed)
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Figure 5. Visualization of execution results at each branch
(1:Executed / 0:Not executed, Red:Rewritten / Green:Not Rewriteen)
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Figure 6. Examined the method of the malware analysis
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