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Analysis of attacker intrusion log in honeypot
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With the spread of IoT devices, it is predicted that the risk of cyber attacks on IoT devices will increase. In this paper, we will examine

the configuration of honeypots that observe cyber attacks on IoT devices.
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Figure 1. Diagram of honeypot

Table 1. Configuration of Honeypot

Category Software Purpose

DOREN D -T2,

To restrict a communication from inside to
Access controller | iptables |outside
(To prevent the occurrence of DoS attack)

Packet capture

software Wireshak | To collect communication packet(pcap file)

Server software telnetd |To activate Telnet server

Shell after login rbash | To restrict malware removal and execution
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Figure 2. configuration of iptables
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Figure 3. configration of command(ex. busybox)
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