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Abstract: In recent years, vulnerabilities have been identified in the method of generating random numbers for keys used in
cryptographic communications. To solve this problem, new sources of entropy using physical phenomena have been investigated.
Electronic circuit noise and thermal noise are known as existing entropy sources. However, these TRNGs rely on a single entropy
source and thus cannot ensure sufficient entropy. Therefore, we consider using multiple noise sources and multiple TRNGs together,
which will increase the overall entropy of the device using TRNGs. In this study, we suggest the Light intensity noise in Magnetic
and Optical effects as the new entropy source. Specifically, we measured optical noise and noise with thin magnetic film. And the
random numbers created by those noises were evaluated by NIST SP 800-22.
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