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Proposal of a Static Taint Analysis Method Utilizing LLM in Trusted Applications
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This paper presents a static taint-analysis tool for OP-TEE TAs that leverages LLMs to assess reachability to dangerous sinks and

contextual validity. The pipeline performs function and external-API extraction, sink candidate identification, call-chain

reconstruction from entry points to sinks, and stepwise LLM deliberation to determine propagation and mitigations. Results are
reported in JSON/HTML. Initial case studies show the ability to surface context-dependent issues that rule-based systems such as

DITING may miss.
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Fig. 1 Overall processing flow of the proposed method
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Table. 1 Comparison of this tool and DITING

THIS TOOL | DITING
TP 6 3
FP 1 1
FN 0 3
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112 char str_ov[1024] = {0};

113 const uint8_t *p2 = (const uint8_t *)params[2].memref.buffer;
114 v for(uint32_t i = 0; i < params[2].memref.size; i++) {

115 str_ov[i]l = (char)p2l[il; //<)b=Ib_X—ZDDITINGTIIFR#LE
116 }

117 TEE_Free(buf);

Fig. 2 Vulnerable code that cannot be detected by DITING
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{
"file": "/workspace/benchmark/random/ta/random_example_ta.c",
"line": 115,
"function": "random_number_generate",
"rule": "weak_input_validation",
"why": "Per-byte copy from tainted input using a tainted length;
potential bounds issue into local stack array",
"sink_function": "array_write",
"rule_matches": {
"rule_id": [
"weak_input_validation"
1,
"others": []
+
"code_excerpt": "str_ov[i]l = (char)p2[il;"

}

Fig. 3 Output in the proposed method
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